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EXECUTIVE SUMMARY

Introduction
In reaction to the events of September 11, 2001, 
as well as several widely reported misuses of 
campus computer networks, computer systems 
administrators have re-examined network access 
policies. While systems administrators have moved 
to restrict access to information assets, librarians 
have worked to support barrier-free access that 
protects users’ privacy.

This survey was distributed to the 124 ARL 
member libraries in May 2003 to gather data on how 
users at public access workstations are authenticated; 
what is driving IT policy changes in libraries; who 
is involved in policy decision-making; how access 
controls have affected services; how, with tighter 
campus IT security, Federal Depository libraries 
are meeting the information needs of the public; 
and other questions. Sixty-seven libraries (54%) 
responded to the survey.

Authentication
The majority of respondents to this survey (67%) 
do not require user authentication at public access 
workstations in the library. Of those remaining, 
11% require authentication at all terminals and 
22% require it only at selected terminals. While 
some institutions implemented authentication on 
public access workstations more than ten years 
ago, the majority of respondents began requiring 
authentication as recently as 2001-2003. Ten percent 
of the respondents who do not currently authenticate 

have plans to do so within the next year.
Libraries that authenticate are using various 

methods. Many respondents referred to campus 
Lightweight Directory Access Protocol (LDAP) 
servers. An LDAP server allows a network 
administrator to set permissions for access to a variety 
of applications and databases through a single list of 
authorized users and passwords. Most use some form 
of university-wide identifier. Non-affiliated users are 
either limited to workstations with minimal access or 
are assigned guest login accounts. One library that 
isn’t authenticating admits to using signup sheets 
for Internet use; the patron provides a first name 
and the library staff enforces a half-hour time limit 
if someone else is waiting. The signup sheets are not 
retained. Most of the responding institutions are in 
the Federal Depository Library Program (91%), but 
this did not seem to affect authentication policy.

Institutional technology units, as well as state 
governments, have issued mandates for certain levels 
of IT security measures. One library acknowledged 
that

We are very aware that our “guest” public 
workstations are in a grey area, especially 
in the context of Internet service provider 
agreements that often require that all 
workstations/users be authenticated. 
However, as a library that also is accessible 
by our larger public community, we think it is 
important that any member of the public can 
use our online resources in the same manner 
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they have always been able to print materials, 
i.e., no requirement to have a library borrower 
card. We have been careful in determining the 
location of “guest” workstations and as all of 
our public workstations are “locked down” 
in various ways, they limit the manner in 
which they can be used. If inappropriate use 
incidents persist at a specific “guest” public 
workstation, we will change it [to] one that 
requires authentication.

Another federal institution’s library responded 
that the parent institution “has also begun a yearly 
mandate for all … staff to take a security course.”

Generally, there were different services available 
to authenticated and non-authenticated users, 
primarily by limiting access to different workstations. 
As might be expected, non-authenticated users could 
access the OPAC, government documents, and 
stand-alone CDs, and often did not have access to 
circulation services, e-reserves, and specific software. 
Surprisingly, non-authenticated users often had 
access to the WWW, licensed electronic resources, 
ILL, e-mail, and chat reference. Comments indicated 
that access to licensed electronic resources is allowed 
only when the license agreements permit such use 
and that e-mail access is provided through Web-
based accounts.

For institutions that managed access to public 
workstations, user privacy was handled either 
through anonymous access or identified access 
in which actual identities can be associated only 
with sessions. A few respondents indicated 
that pseudonymous access with or without 
demographic information was used. Half of the 
respondents indicated that users were informed of 
the authentication policy either electronically on 
the workstation or with signage on and near the 
computers. Users were also informed about the 
policies when they were assigned accounts. A few 
institutions posted the policy on their Web sites. 
However, seven institutions stated that users are not 
informed.

Authentication Logs
The majority of respondents (65%) indicated that 
authentication activity at public access workstations 

was not logged because most respondents do not 
require authentication. Of the institutions that 
required workstation authentication, most kept logs 
of the user ID and workstation ID that corresponded 
to the date/time of logon/logoff. Some reviewed the 
logs and others did not. Review was prompted by a 
security incident for the few respondents that looked 
at the data. 

The primary data analyzed include search 
patterns, system usage, workstation usage, and 
unauthorized login attempts. Most respondents do 
not maintain logs or were uncertain of the period 
of time that logs are maintained. Retention periods 
range from one week to indefinitely.

Public Workstation Access Policy
After examining the responses, it is clear that there 
are several different policy approaches taken toward 
network security and patron privacy in ARL libraries. 
Many policies were created by a representative group 
of administrators, information technology managers, 
and librarians. Some groups also included students. 
There were a variety of other representatives 
including the Acquisitions Department Chair and 
Director of Research Services.

Thirty-five percent (35%) of respondents received 
a mandate from the parent institution to authenticate 
at library public access workstations. Another 20% 
stated the driving factor behind authentication was 
a decision by library administration. However, a 
full 35% indicated other factors drove the decision 
to authenticate at public access workstations. In 
one case, the institution received the mandate 
from state government. Other institutions wanted 
to ensure access to resources by primary clientele 
and to prevent misuse. Still others listed software 
licenses and wireless access as reasons to begin 
authentication.

Security incidents in general are requiring more 
time and attention by campus and library staff. A 
full 95% stated that library IT staff were responsible 
for investigating suspected misuse of library public 
access workstations. Institutional IT staff, library 
administration, and campus police are also often 
involved. Most respondents report that additional 
staff and resources have been assigned to IT security 
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tasks during the past year. The USA PATRIOT Act 
and other post-9/11 developments, along with the 
growth of Internet use, contribute to this increased 
emphasis. 

Conclusion
The intent of computer use policies and procedures 
is to protect against security incidents that originate 
from within the library computer network. Issues 
of privacy and security must be carefully balanced 
in the management of library networks. The best 
security procedures preserve the privacy of users and 
do not interfere with user access to library resources. 
The balancing act is becoming more difficult with 
software and database licenses that require user 
authentication.

ARL libraries are handling public workstation 
access to computer networks in a variety of ways. 
Although the majority of libraries do not currently 
authenticate users at all of their public workstations, 
most are reviewing security policies and procedures. 
IT policy changes in libraries are being driven by 
institutional initiatives, and more resources are being 
dedicated to controlling network access to prevent 
cyberattacks, identify theft, illegal file sharing, and 
other unauthorized uses. Policy decisions are a 
result of informal groups consisting of institutional 
IT units, library administrators, and library IT 
units. The results confirm that ARL libraries remain 
committed to providing information access to users 
with minimum disruption in services.




